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(yberattack

FINSIDER

| Kataster nehnutelnosti Celi kybernetickému Utoku.
Nezapinajte pocitace, vyzvali zamestnancov

od Peter Csernék | jan 6, 2025
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Utoénici napadli systém kataster nehnutelnosti. Portalu Finsider sa ozval zamestnanec
katastra, ktory dostal od vedenia varovanie o kybernetickom Utoku. Stcastou tohto

upozornenia je aj to, Ze zamestnanci nemaju zapinat pocitace.

Activities related to the standardization

of geographical names at the national

and international levels are being carried out
on an ongoing basis

As a result of a cyberattack on our resort's
information infrastructure, access
to the required data became unavailable

These activities had been suspended for a
period of at least four months, with
the beginning in January 2025

https://therecord.media/slovakia-reqgistry-

cyberattack-land-agriculture
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On January 5, 2025, the Slovak Land Registry Information System was
targeted by one of the most serious cyberattacks in Slovakia’s history.
The Slovak Ministry of Interior confirmed that it was a foreign attack
that took down the systems of the Slovak Office of Geodesy,
Cartography, and Cadastre. Speculation about data loss caused
significant uncertainty, although it was a targeted ransomware attack

Key details of the attack:

Time and scope: The attack affected the cadastral portal and related
systems in early January 2025, causing a complete shutdown of services

Type of attack: It was a ransomware attack in which the attackers
encrypted data, raising concerns about its permanent loss

Impact: The incident had a serious impact on both citizens and
businesses, as it was impossible to file registration applications
or obtain title deeds

Response: Authorities confirmed that this was a targeted attack from
abroad, and security agencies worked intensively to resolve
the situation

The incident provided important lessons on the need for better security
of the state’s critical infrastructure

The Record.
Rocorded s News

Leadership  Cybercrime  Nation-state Influence Operations

THE CYSERATTACK. CREDIT: TASR

Daryna Antoniuk
January ¥0th, 2025
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Slovakia’s land registry hit by biggest cyberattack
in country'’s history, minister says

A cyberattack that hit Slovakia’s land registry earlier this week was the biggest in the country's
history, the minister of agriculture said on Friday.

The attack targeted the Slovakian Geodesy, Cartography and Cadastre Office (UGKK), which
manages land and property data. The agency's systems were shut down, and its physical offices
were closed on Tuesday following an alleged ransomware attack. According to local media

, the attackers are demanding millions of 2uros in ransom.

Agriculture Minister Richard Takac in a press conference the systems would be restored
with backups. He also assured that there is no risk of changes o fraudulent transcriptions of
ownership data. Takac did not provide further details about the attack, mentioning only that there
were “strong indications® it originated from Ukraine.

The incident comes amid rising tensions between Slovakia and Ukraine foSowing Kyiv's
suspension of Russian gas transit through Slovakian territory. The country has warned Kyiv of
potential “severe consequences" for cutting off gas supply, which will have a major economic
impact on Stovakia.

Slovakia's nationalist political party (SNS) on the foreign minister to summon the Ukrainian
ambassador to discuss Ukraine's aleged invoivement in the attack.

Ukraine has not onthe linking it to the . Earlier this week, a
hacker group with unclear affiliations claimed responsibility for 5 Russia's Rosreestr, an
agency responsible for managing property and land records. Although Rosreestr denied any
breach it said it is investigating the hackers' claims.

Ukraine also faced  major cyberattack on its state registers kast month, with suspected Russian
threat actors targeting several Ukrainian databases containing sensitive official records, such as
biometric data, property ownership, and business and tax records. Ukraing's Ministry of Justice
said on Friday that it had restored access to all key services impacted by the attack.

Impact of the breach

It could take months to fully restore Stovakia's land registry, g to Paviina Paviova, a
Slovakia-born cyber policy expert. It remains unclear how compiete the agency's data backups
are or whether they are sufficiently refable for 2 full system recovery, she said.

The attack has aready had a wide impact on industries that depend on data from the land
registry.

“The real estate and mortgage markets are paralyzed, property transactions are stalled,
purchases delayed, and some connected pubkic services, such as issuing parking permits in

Ml Bratislava, are rendered inaccessible,” Paviova said.

According to a report by the European law firm telar, the attack could have an impact on
real estate, mergers and acquisitions, and banking or finance transactions.

Due to the registry shutdown, citizens are unable to obtain legal documents that prove
ovmership of property or land. All ongoing proceedings concerning immovable properties, such
as land, buidings, apartments and farms, are suspended, and it is not possible to file new

Ll applications. Debt recovery and litigation may also be affected, as creditors will not be able to

check a debtor's property.

According to local media reports, the attack has significantly disrupted the operations of towns
and municipalities. Without access to land registry data, they are unable to provide essential
services needed for smooth functioning and to meet legal requirements. In Bratislava, the attack
has affected the parking system, specifically the automatic issuance of parking cards and the
extension of their validity.

Local state officials said the investigation into the attack is ongoing 2nd more details are
expected to emerge.
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= Central management of information and communication technologies is ot g
provided by the founding authority—the GCCA SR (UGKK SR)

= As aresult of the cyberattack on January 5, 2025, targeting all of the ministry’s
information systems, changes were made to the tasks performed and the
provision of services

= Since the infrastructure was compromised, all applications and services were
unavailable for several days, weeks, or even months, and the ministry’s provision
of data to the public was suspended during that time

= In collaboration with cybersecurity experts, a recovery plan was subsequently
established, defined by a timeline

Cyberattack

Casovy harmonogram - ROADMAPA

Sluzby pre integrované obsluiné miesta a centralny systém referen¢nych Gdajov

Rozsirené mapové sluzby ,

Spristupnenie otvorenych dat

Roz8irené sluzby
Roz8irena transformacna a konverzna sluzba

Rozsirenie sluzieb Mapky - dalSie témy

Schedule for restoring applications
and services following a cyberattack.
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Topographic Database ZBGIS® @@

= ZBGIS® (topographic) database is continuously updated, the
content of the database has been gradually expanded of approval

names (through the addition of names from cadastral and forest
_ maps and names of watercourses)
Data SE’VICES, Formats for free download of geographical names:

appllcatlons and € EsriSHP Esri GDB CSV
https://www.gku.sk/gku/produkty-sluzby/na-stiahnutie/zbqgis.html#gn
products : sy S e

Including gazetteers and
web services.

Freely available map services with geographical names:

Web Map Service

Geograficke nazvoslovie

&
https://zbgisws.skgeodesy.sk/zbgis_geograficke_nazvoslovie_wms/service.svc/get
Web Feature Service
Geograficke nazvolsovie 6

https://zbgisws.skgeodesy.sk/zbgis_geograficke_nazvoslovie_wfs/service.svc/get
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Project of Densifying the Content of the Database of Standardized @@

Geographical Names by Names from Cadastral Maps, Forestry Maps and
Managed Watercourses Names

Office treatment

geographical names standardization of names from cadastral
maps, forestry maps and managed watercourses names
(39 % of Slovakia)

in Liptovsky Mikulas district, we standardized 3077 names
of geographical features and 209 names of watercourses

in Stropkov district, we standardized 728 names of geographical
features and 74 names of watercourses

we improved the methodological procedure
and technology (scripts)

we also standardized 1 name of cave (Benadikova jaskyna),
1 name of state — (Libyjsky stat) and 1 name
of private protected area - Ipel'ska niva pri Breznicke



Geographical names as
culture, heritage and
identity

Including indigenous,
minority and regional
language names.

Variant names:

= There are regional names found during standardization,

if we don’t standardized them, they will be filled into
variant names

Variant names are non-standardized local (regional,
dialect) names supplemented with standardized names
and they are for the sole purpose of searching through
any form of the name. The sources for variant names

are available map materials or publications, and they are
supplemented continuously

Problems: traditional, but non-standardized names
(Cicava/Ci¢va...) — locals disagree with the standardized
name; the decision of the Commission on Geographical
Names is not being respected
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Datum akiua
11.04.2022

st hot

Neaplikuje sa

St ver
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GKU

Hrad Ci¢va. (Zdroj: SITA)
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Oravsku priehradujopravuja
pod vodou potapaci z Ciech

Opravované Casti vydrzali bez Gdrzby vySe sedemdesiat rokov.

NadeZda Chovancakova
Externd prispievatelka

Autor, pévodca geometrie objektu
GKU

Spravca Specifickych atributov objektu
MZpP

Geograficky nazov

Orava

o ——

Kategoria geografického nazvu
Vodna nadrz

Rok Standardizécie
1977

Cislo rozhodnutia
P-164/1976

Oprava priehradného muru potrvé vyse mesiaca. (Zdroj: Tomés Chovan¢dk, Marian Bocak)

The example
of a standardized name
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MAPKA (Map Cadastral Application, former Map Client ZBGIS®)

= An interactive web map application of spatial ZBGIS® data allows,
among other things, analysing, viewing and searching through:

_ updated standardized geographical names, variant and historical
names and standardized exonyms

< Vyhl] Q

Priehladnost

Web map

W4 Nazvy vnatrozemskych prieplavov

[ ] [ ] —
A t b4 Nazvyriek
p p | Ca | O I l @4 Nazvy vodnych nadrzi

Cesko

In 2024, names of inland waterways/canals, | - .. __...
names of water reservoirs, names of capes =~ = w=ore
and names of peninsulas were added into =
web application MAPKA, within the theme 2 rerey oovover L'f\'nAPKA
Geographical names (Exonyms) e -

Wie

ien
(Vieden) Viedenska Logo aplikcie
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= ZBGIS®https://zbgis.skgeodesy.sk/mapka/sk/geograficke-
nazvy?pos=48.800000,19.530000,3

A

Exonyms
New exonym:s,
extinct exonymes,
rojects regarding S
exonyms

1 Endoynum

2 Bansk4 Bystrica

3 Beskydy

4 Biele Karpaty

5 Bratislava

6 Ceskoslovensko

7 Dukliansky priesmyk

& Dunaj

9 Gerlachovsky itit

ho |1ablunkovsky priesmyk

16 Malé Karpaty
L7 Maly Dunaj
18 Morava

PO Nizke Beskydy

b1 Nizke Tatry

22 Pandnska panva
23 Pieniny

24 Podunajska nizina
25 Poloniny

26 Slovenské Beskydy
27 Slovenské rudohorie
28 Slovensko

29 Slovensky kras

30 Slovensky raj

31 Spig

32 Stredné Slovensko
33 Tatry

34 Tisa

The example of Exonyms

_ Velka dunajska kotlina
vietka  Holandsko

ho Moravsko-sliezske Beskydy

B
Francuzske exonymum

Beskides / Beskydes
Carpates Blanches
Bratislava

Danube

Carpates/Karpates

Petite plaine Hongroise

Petites Carpates / Plaine

Morava

Basses Tatras

Monts Métalliféres Slovaques
Slovaquie

Grande plaine Hongroise

Francizsko  Memecko  Rakisko  Pofsko

C
Holandské exonymum

Beskiden
Witte Karpaten

Donau

Karpaten

Kleine Hongaarse Laagvlakte
Kleine Fatra
Kleine Karpaten

Moravisch-Silezische Beskiden

Lage Tatra

Karpatenbekken / Pannonische Vlakte

Slovaaks Ertsgebergte

Slovaakse Karst

Grote Hongaarse Laagvlakte
Slovinsko  Talianska +

= we recommend using official endonyms

Pressburg (dt, wahlweise vor- oder nachrangig )

D E
N k y Rakuske y
Beskiden Beskiden (dt)
Weile Karpaten WeiRe Karpaten (dt)
Pressburg
Duklapass Duklapass (dt)

Gerlsdorfer Spitze

Donau (dt)
Gerlsdorfer Spitze (dt)
blunk (dt)

Karpaten
Lomnitzer Spitze
Lupkowpass

Kleine Fatra
Kleine Karpaten
Kleine Donau

Méhrisch-Schlesische
Beskiden

Niedere Beskiden
Niedere Tatra
Pannonisches Tiefland
Pieninen

Waldkarpaten
Slowakische Beskiden
Slowakisches Erzgebirge
Slowakei
Slowakischer Karst
Slowakisches Paradies
Zips

Mittelslowakei

Tatra

Thei

GroBes Ungarisches

tupkdéwpass (dt)

Kleine Fatra (dt)
Kleine Karpaten (dt)
Kleine Donau (dt)
March (dt)

Niedere Tatra (dt)

Slowakisches Erzgebirge (dt)

Zips (dt)

Theil (dt)

= we respect the recommendation of UNGEGN

Pol'ské exonymum

Biale Karpaty
Bratystawa

Przetecz Dukielska
Dunaj
Gerlach / Gierlach

Karpaty

tomnica

Przetecz tupkowska
Mata Nizina Wegierska
Mata Fatra

Mate Karpaty

Maty Dunaj

Morawa

Beskid Morawsko-$laski

Beskidy Srodkowe
Nizne Tatry

Nizina Srodkowodunajska/ Katlina Panoriska

Pieniriski Park Narodowy

Potoniny

Rudawy Slowackie

Slowacja / Republika Stowacka
Slowacki Kras

Stowacki Raj

Spisz

Tatry
Cisa

Wielka Nizina Wegierska

G
Slovinské

Geodeticky a kartograficky dstav
islava

Banska Bistrica
Beskidi
Beli Karpati

Ceskoslovaska
Dukelski prelaz
Donava
Gerlahovka
Jablunkovski prelaz
Karpati

Lomniéki 5¢it

Mala Fatra

Mali Karpati

Morava

Nizki Beskidi
Nizke Tatre

Podonavsko niavje

Slovaiko rudogorje

Slovaska

Tatre
Tibisco

Carpazi Bianchi

Danubio

Morava

Bassi Tatra

Metalliferi Slovacchi / b |
Slovacchia

Tatra
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= The additional information published on the official website with the

name of each country has been updated in accordance with
_ https://www.iso.org/obp/ui/#search, E/CONF.105/13.,

https://ungegn.un.org/

Country names

New or changed country names from
the UNGEGN List of Country Names
that were imported to the list of

= https://www.skgeodesy.sk/sk/ugkk/geodezia-

kartografia/standardizacia-geografickeho-nazvoslovia/nazvy-statov/

geonames in this country (in language

of this country).
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National and international
meetings, conferences,
Symposiums

26= Meeting of the UNGEGN Working Group on Exonyms (14 May and @@%
15+May 2024, Prague),

29+ session of the East Central and South-East Europe Division, (16« May
2024, Prague, Czechia),

Conference GeoKarto 2024 (5= - 6= September 2024, Stara Lesn4, Slovakia),

23. Slovak Onomastic Conference TRADITIONAL AND NEW APPROACHES IN
ONOMASTICS (Slovenska onomasticka konferencia TRADICNE A NOVEV
ONOMASTIKE,10% - 11+ September 2024, PreSov Slovakia),

Is and 2 virtual meeting UNGEGN WG Exonyms (17+ October 2024
and 27+ January 2025),

8» Working Meeting of Commissions on Geographical Names of
Czechia, Poland and Slovakia (6* June 2025, Warsaw, Poland),

UNGEGN WG Exonyms (3« September 2025, virtual meeting),

International Conference on Historical Maps
(Medzinarodna konferencia Historické Mapy, 21» November 2025, Bratislava,
Slovakia),

The Power of Connection: Our Language, Our Nation
(Sila spojenia nasho re nasSa narodna, 25+ November 2025, Bratislava,
Slovakia),

UNGEGN WG Exonyms (16= December 2025, virtual meeting)
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= We have continued in publishing of the periodical publication called
Geographical Names Information and Spravodajca UGKK SR. Twice a year
we provide information about activities in the field of standardization
of geographical names in international and national content

= Publications:

N atiOn al a n d = 1. brief overview of geographical names activities for members of
the Commission for Geographical Names at the Geodesy, Cartography

and Cadastre Authority of the Slovak Republic created by Secretary
of the Commission

international publicity
a nd pu bI Ications = 2.Geographical Names Information and Spravodajca published by the

GCCA SR twice a year

' https://www.skgeodesy.sk/sk/ugkk/rezortne-periodika/

SPRAVODAJCA  3artile

URADU GEODEZIE, KARTOGRAFIE A KATASTRA SLOVENSKEJ REPUBLIKY “8. spole¢né pracovni jednani nazvoslovnych komisi Ceska, Polska a
Slovenska ve Varsaveé* published in magazine Geodeticky a kartograficky
obzor rocnik 71/113, 2025, no. 12 written by Irena évehlové, prom. fil. a hist.
(Czech Commission) and Mgr. Zuzana Michalkova (Slovak Commission)

Roénik LVII. 2025 V Bratislave 31.3.2025 Ciastka 1

je ur€eny: - izaciam Urad dézie, kartografie a katastra SI kej bliky, R
o By orgénom na dseku katastra nehnutetnost, ' https://egako.eu/wp-content/uploads/2025/12/gako 2025 12.pdf
- fyzickym osobam a pravnickym osobam, ktoré vykonavaju ¢innosti v odbore geodézie, kartografie -
a katastra,

- ostatnym zainteresovanym fyzickym osobam a pravnickym osobam.
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Toponymic data
files and

gazetteers

Content requirements and
standards

Update of Methodological Procedure:

Methodological procedure was updated — a procedure of
verifying correct location of objects according to the cadastral
area was created

= The process was automated by using a script

A script was created for each cadastral area to generate
the necessary number of map images to verify the location
and form of names of all proposed features

A script for each cadastral area was created to generate
an Excel file with all proposed geographic names

= This file serves for the representatives of cadastral office, in
cooperation with the relevant local municipalities, to express their
opinion
the attributes in the ZBGIS database have been enhanced with

the opinion of the cadastral office and municipalities
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= Attendance at the lecture: Principles of Correct Use of

Slovak Language in Official Communication (12™" November
2024 and 29*" October 2025, Bratislava, Slovakia)

Toponymic

education




Geodeticky a kart
Bratis

a kartograficky dstav

= Cooperation between Commissions on Geographical names of SK,
CZ and PL, UNGEGN ECSEED, UNGEGN WG on Exonyms

_ = https://egako.eu/wp-content/uploads/2025/12/gako 2025 12.pdf

International

cooperation

Cooperation with institutions,
countries — specific project.



https://egako.eu/wp-content/uploads/2025/12/gako_2025_12.pdf
https://egako.eu/wp-content/uploads/2025/12/gako_2025_12.pdf
https://egako.eu/wp-content/uploads/2025/12/gako_2025_12.pdf
https://egako.eu/wp-content/uploads/2025/12/gako_2025_12.pdf

Other

If the country has
worked on something

special that is not
mentioned in this
model.

The project Comprehensive Revision and Updating RS
of Geonames in the Tatras Including Refinement of Heights
according new highly precise elevation model and
Positions of Objects in the Tatra Mountains

= proposals for new features from available maps and published
literature, discussions with relevant experts regarding the names
and locations of the features, the process of discussion about
proposals of names and their location is still ongoing

Legenda

Nazvy

nazov (bod)

nazov doplneny (bod)

Potet prvkov

nazov (linia)




ZBGIS® Development (2024) - A Selection of New Features in the

New features:

line of sight

elevation profile from DMR5
visibility

hiking trails in 3D view in the
Base Map, Cadastral Map and
Terrain themes

new theme: national border

“MAPKA

Logo aplikacie

@

\j dstav




The 3™ cycle of orthophotomosaic
production for the Slovak Republic:

= Aerial imaging for 2023-2025

= The western and central parts of Slovakia are
already available for download

= Eastern part of Slovakia — imaging completed in
August 2025, available for download in June 2026

Parameters:
= Spatial resolution: 15 cm/pixel

“ Number of channels: 4 (RGB-NIR, 8-bit)

= Coordinate system: S-JTSK (JTSK) (EPSG code:
5514)

“ Format: TIFF + TFW




Locations from the 2nd cycle of ALS
available
scanned in winter 2025/2026

C o
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The 279 cycle of the aerial laser
scanning project:

In 2022, the UGKK SR launched the second cycle of
the ALS (LLS) for the territory of the Slovak

Republic and began developing the new DTM 6.0
and DSM 2.0

The entire territory of the Slovak Republic is
divided into 73 locations. The ALS is being carried
out gradually in selected locations

Required scanning density (reflection points): min.
15 points/m? — achieved: 34-80 points/m?

Data from 16 locations are available.

Locations No. 59, 60, 61, 63, 64, and 65 were scanned
during the winter of 2025/2026; processing and
verification of the point clouds are currently
underway.
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Refining the location of the river
network within the territory
of the Slovak Republic:

* Created using the DTM 5.0 digital terrain model
from the first phase of the aerial laser scanning
project (2017-2023).

* The project was carried out from 2023 to 2025.

Example of refining the river network's position
over DTM 5.0
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The Use of Modern Technologies
in the Real Estate Cadastre

In 2025, the GKU carried out a pilot project to
refine the vector cadastral map (VKM)

in the cadastral area of Lesenice, Vel'ky Krtis
District, using detailed aerial survey images
(LMS) with a resolution of 1 cm/pixel captured
by a drone

3D model of the village created using aerial survey images

DJI Mavic 3 Enterprise drone



Revised vector cadastral map

&

Geodeticky a ka

The Use of Modern Technologies
in the Real Estate Cadastre

Result

Ky stov



Vector TILE test

Purpose: Used to display geographic names
(geographic features) in vector TILE format.

Display styles: The layer offers various styles, such
as "Default - entire ZBGIS" or "Anthropogenic -
layers".

Purpose: It enables more detailed and flexible
work with geographic nomenclature in test mode.

This change is part of the improvement of vector
data within the ZBGIS portal, which is administered
by the Geodesy, Cartography, and Cadastre
Authority SR (UGKK SR).



Find more information in the Annual Report:
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https://www.gku.sk/gku/aktuality/
https://www.gku.sk/gku/aktuality/

Future Challenges for the Commission on Geographical Names

Successfully complete ongoing projects
Update lists of exonyms

Document historical names using available historical
sources and maps, with public participation

Participate in international and domestic meetings

A trilateral meeting of the Commissions on Geographical

Names of Czechia, Poland and Slovakia, is planned for
2027 in Bratislava, Slovakia

Thank you for your attention!

zuzka.michalkova@skgeodesy.sk

nllll””””
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